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Activating and logging in to Okta

Purpose This learning guide provides instructions for activating and logging in to
an Enbridge Okta user account. Okta serves as the multifactor
authentication solution for accessing the Enbridge Oracle Supplier
Portal.

Okta Welcome email

1.  An Okta user account is created by Enbridge after a profile has been set up in the
Oracle Supplier Portal.

2. A Welcome email from noreply@okta.com is sent to the registered email address.
This email includes the username and a link to the sign-in page to Activate Okta.

Click on the blue Activate Okta Account button to set up the Okta account. This
button will redirect the user to the Okta login page.

[External] Welcome to Okta!

Okta <noreply@okta.com=
To @ Francine Russo

'E' If there are problems with how this message is displayed, click here to view it in a web browser,
Click here to download pictures, To help protect your privacy, Outlook prevented automatic download of some pictures in this messag

CAUTION! EXTERNAL SENDER
Were you expecting this email? TAKE A CLOSER LOOK. [s the sender legitimate? DO NOT click links or op
This email was sent from bounces+45915-ddfc-francine.russo=enbridge.com @mailrelay.okta.com.

[

enbridgesuppliers - Welcome to Okta!

Hi Francing,

Your organization is using Okta to manage access to your web applications. This
means you can conveniently access all the applications you normally use,
through a single, secure home page. Watch this short video to learn more:
https://www.okta.com/intro-to-okta/

Your system administrator has created an Okta user account for you.
Click the following link and follow the instructions on the subsequent
screen to activate your Okta account:

e

]
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Creating an Okta account

1. Click on Password Set up to set up a password for the new Okta account.

ENBRIDGE

Set up security methods

d now
& Password
Choose a password for your accoun
Setup

' Security Question
hoose a security

Setup

2. Enter a password, then re-enter the same password. Select Next.

The password requirements are as follows:

At least 8 characters

A lowercase letter

An uppercase letter

A number

No parts of the chosen username

Password cannot be any of the last 4 passwords used

0RO o

ENBRIDGE

kKK

Set up password

(@) supplierpertal@enbridge.com

Password requirements:

Enter password

| °

Re-enter password
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3. Click on Set up to select a Security Question.

ENBRIDGE

Set up security methods

(®) francine.russo@enbridge.com

Security methods help protect your
enbridgesuppliers account by ensuring only
you have access.

Required now

‘ Security Question
Choose a security question and
answer that will be used for signing in

Setup

Back to sign in

4. Choose a security question from the drop-down list.

What is the food you least liked as a child?

What is the name of your first stuffed animal?
mm'oo E What did you earn your first medal or award for?

What is your favorite security question?

What is the toy/stuffed animal you liked the most as a kid?
What was the first computer game you played?

What is your favorite movie quote?

What was the mascot of the first sports team you played on?
What music album or song did you first purchase?

What is your favorite piece of art?

What was your grandmother’s favorite dessert?

What was the first thing you leamed to cook?

St Up se0u Ty QUeSTION

What was your dream job as a child?

Where did you meet your spouse/significant other?
Where did you go for your favorite vacation?

Where were you on New Year's Eve in the year 20007
Who s your favorite speaker/orator?

Cnoses & security question Who is your favorite book/movie character?
What & 2 100 pow Wadt Biad s 3 chig? v Who is your favorite sports player?
| What is the food you least liked as a child? v|
Arvwer [}
Answer
<

| -
—

110 authenticator list

Back to sign in
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5. Enter the Answer to the Security Question and select Verify.

ENBRIDGE

Sat Up se0u Ty QUeSTIONn

CRosss & security Question

What & 2e 00 pow Wadt Biad s 3 chig? v

6. Select Continue to go to the Okta dashboard.

ENBRIDGE

Set up security methods
@ supplierportal@enbridge.com
Security methods help protect your
enbridgesuppliers account by ensuring only
you have access.
Optional

* Google Authenticator
Enter a temporary code generated
from the Google Authenticator app.

Setup

e Okta Verify

QOkta Verify is an authenticator app,
installed on your phone or computer,
used to prove your identity

Setup

(——

Back Lo sign in

6|Page



The Okta Dashboard is where the Oracle Supplier Portal application appears.

Access to the Oracle Supplier Portal should always be initiated from this landing
page and it is highly recommended that this page be bookmarked for future use.

ENBR’BGE (1 Search your apps
Dashboard < My Apps
ﬂ M‘!' Apps {':\} Work
Work / . .\
Add section i

(==
T

A HMotifications 1 Oracle Supplier

Partal

I8 Add apps \ /

i Add section
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Logging in to Okta to access Oracle Supplier Portal

1. To access the Oracle Supplier Portal, click on the following Okta link:
https://enbridgesuppliers.okta.com or go to the Bookmark that was set up in Step 6.

2. The link will open the Okta Login page. Enter the Username and Password into the
fields and select Sign in.

ENBRIDGE

Signin
Usarmame

Password

| o

C -]

3. Okta will bring up the following screen to prompt the user to send an email to the
account. Select Send me an email.

ENBRIDGE

Get a verification email

) francine. russcgenbridge.coo

(ilication emall 1o f***ogenbridge.co

Ak fasign i
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https://enbridgesuppliers.okta.com/

4. A One-time verification code email from noreply@okta.com will be sent to the
registered email address.

Click on the blue Sign In button to verify the account.

[External] One time verification code

e pidure: i th
CAUTION! EXTERNAL SENDER
Were you expecting this email? TAKE A CLOSER LOOK. Is the sender legitimate? DO NOT click linxs or open attachments uniess you are 10044 sure that the email is safe,
This emall was sent from kb 45915 -dedfc-frs lta.com.
]
I
Hi Francine,

You hawe raguestad an emeit Uk te sign i to Okte Dashboarc. Totinish signing
in, licic the buston balow or enter the provdded cade. 1 you did nat request this

amall, olease contact an administrator 61 aupplierportalidenbrides com.

Cantuse the link? Enter a code instaad: 676918

5. The following screen will appear and the re-direct the user to the Okta Dashboard.

ENBRIDGE
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6. The user will be directed to the Okta Dashboard. Click on the Oracle Supplier
Portal application to enter the Oracle Supplier Portal.

ENBR'DGE [ Q, Search your apps

Dashboard <

Okta Personal protects your digital life outside of]

My A
# y Apps Save passwords, secure notes, and addresses to use wher
device.

Work

Add SECHOH @ '

A Notifications

88 Add apps
My Apps

® Work

oRACLE
cLowD

Oracle Supplier Portal
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7. The system will direct the user to the Oracle Supplier Portal. Click on the Supplier
Portal application to direct the user to the Supplier Portal dashboard.

Good afternoon, TEST CONTACT

Supplier Portal

Things to Finish

0 -

You have no open notifications

8. The system will redirect the user to the Supplier Portal dashboard. From here, the
user can access any of the applications they have permissions for.
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Logging out of Okta and the Oracle Supplier Portal

1. Logging out of Okta and the Oracle Supplier Portal is a two-step process. Logging
out of both applications will ensure that the user will not get locked out of their Okta
and Oracle Supplier Portal accounts.

After completing work in the Oracle Supplier Portal, the user should log out of
Oracle Supplier Portal to avoid being locked out their account.

From the Supplier Portal Dashboard page, go to the top right-hand corner of the
screen to the user icon and select the Sign Out button to sign out of the application.

ORACLE

Supplier Portal

7 & = B . Ao

Settings and Actions ‘ Sign Out

Personalization

Set Preferences

Applications Help

Notifications  About This Application
0 Unread

Vendor-Managed Inventory Consigned Inventory

e ) “.

2. Tolog out of Okta, navigate back to the Okta login page. On the top right-hand side
of the page, select the Username button, then select Sign out.

fapp/UserHomeype_bint=

= tuwarn S

ACTINATION Blsession_him=AUTHENTICATED

mine. . Meun Madfar ISR CRSGATM S, whanery Teemnnmy. fipzeovad Supphee.. Ginnggle Mape Iop 10 Suppliers |
o 5 GRE-SCM 5 Cabagor; T 4 e Lo oegle Map: Tep 100 Suppl

QO Search your apps

My Apps Sat ~ EN

& Wodk

@ Add sactian @

Okta Personal protects
your digital life outside
of waork for free
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Common error messages

1. Lock out errors can occur when a user tries to sign in directly through Oracle
Applications Cloud. Doing so will result in the user being locked out of Oracle. A
user should always sign in through their Okta account not the Oracle sign-on page.

Sign In
Oracle Applications Cloud

Company Single Sign-On
or

Sign In

Select Language

English v

Contact the Supplier Portal team at supplierportal@enbridge.com to request an
' unlock for the Oracle Supplier Portal account. Include a screenshot of the second
m login screen in the email.

2. When a user tries to access the Oracle Supplier Portal through the Okta login page
and they get a second log-in screen, this indicates that the user is locked out of the
Oracle Supplier Portal.

Sign in to access this site

Authorization required by https://eltr.fa.usb.oraclecloud.com
Username

Password

Contact the Supplier Portal team at supplierportal@enbridge.com to request an
unlock for the Oracle Supplier Portal account. Include a screenshot of the second
m login screen in the email.

13|Page


mailto:supplierportal@enbridge.com
mailto:supplierportal@enbridge.com

3. When a user tries to access the Oracle Supplier Portal through the Okta login page
and they get a system Error on a blue screen, this indicates that something is wrong
with their Oracle Supplier Portal account set-up.

Error

System error. Please re-try your action. If you continue to get this
error, please contact the Administrator.

ORACLE
Access Manager

Error

System erroc Please re-try your scton. If you contiue to get this
‘o, plesse contact the Admesstratoc

Contact the Supplier Portal team at supplierportal@enbridge.com to let them know
that there is an error with their Oracle Supplier Portal account. Include a screenshot
m  of the blue login screen in the email.
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4. When a user tries to access the Oracle Supplier Portal through the Okta login page
and they get a login error Unable to sign in, this indicates that something is wrong
with their Okta account.

ENBRIDGE

Sign In

n Unable to sign in

Username

User@enbridge.com

Password

sesssene ©

Forgot password?
Unlock account?

Help

Contact the Supplier Portal team at supplierportal@enbridge.com to ask any

questions or require additional support or access to the Okta or the Oracle Supplier
Portal.
|
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